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Economic security 
Building models and tools for 
anticipating economic threats and 
potential cascading effects to 
proactively implement interventions.

Visualization and analytics 
Creating tools that clarify and effectively 
communicate key information, enabling 
decision-makers to better plan for 
and respond to changing events while 
making judgments that are credible, 
salient and legitimate.

Cybersecurity  
Defining the new frontiers of cyber defense 
technology and designing solutions for 
industry and government partners. Areas  
of focus include threat intelligence, dark 
web market behaviors, identity and privacy 
management, and network, systems and 
data assurance.

Resource security 
Developing local, national and global 
response capabilities to anticipate and 
mitigate the negative effects of climate and 
resource instability.

Human and social conditions  
Raising questions about technology’s 
societal impacts, and building responsive 
technologies and capacities to improve 
individual and community life.

GSI leverages the world-class expertise 
of more than 130 ASU faculty members 
to produce its solutions, technologies 
and decision-making tools. The faculty, 
together with GSI research scientists, 
work in teams to produce outcomes in 
the following global security areas:

Tackling complex problems
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Arizona State University has an applied research 
organization that is capable of conducting 
classified and midrange-technology-readiness- 
level (TRL) services for the defense and security 
industry. Learn more at asure.asu.edu.

Human, AI and robot teaming  
Cultivating effective, ethical teams of 
humans, artificial intelligence and robots that 
work together in support of national security, 
based on lessons from teaming science and 
swarm robotics.

Health security  
Promoting and securing the health and 
resilience of individuals, communities and 
populations globally.

Narrative and strategic influence 
Combating the use of misinformation 
and disinformation by malicious actors, 
and creating systems and tools to help 
organizations and decision-makers better 
understand how information is being used 
by allies and adversaries alike in pursuit of 
strategic goals and geopolitical influence.
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Center for Accelerating Operational Efficiency

The Department of Homeland Security’s Centers of Excellence 
network is an extended consortium of universities conducting 
groundbreaking research to address homeland security challenges. 
The Center for Accelerating Operational Efficiency (CAOE) is one of 
these centers.

Led by ASU, CAOE is working with agencies like the Transportation 
Security Administration (TSA) and the Federal Emergency 
Management Agency (FEMA) to bring cutting-edge technology and 
academic rigor to bear on operational challenges. 
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 “TSA greatly values its partnership 
with the DHS Office of University Programs’ 
CAOE. This new partnership provides TSA 
with continued access to world-class academic 
resources to better manage risk, improve the 
security of the Transportation Sector and to 
proactively address operational challenges.”
 
Jerry C. Booker, Director 
Enterprise Performance and Risk 
Transportation Security Administration

 • Data analytics: real-time rapid response.

 • Operations research and systems analysis: 
improving process and decision time.

 • Economic analysis: understanding the true cost.

 • Homeland security risk sciences: identifying 
and prioritizing risk.

 • CAOE researchers are designing a real-time 
decision system for emergency command-
and-control and repair and recovery of vital 
transportation, electrical power and diesel-fuel 
supply chains.

 • To enhance aviation security, CAOE is 
developing new technology to increase 
efficiency of security screening at airports  
and explore the possible expansion of the TSA 
precheck program.

 • CAOE researchers are working with DHS 
to evaluate recent procurement reforms 
and provide suggestions for continued 
improvements in the procurement process. 

 • To optimize risk-informed decision-making, 
researchers are investigating current gaps — 
both technological and operational — for risk 
detection and assessment.

 • Providing hands-on educational opportunities 
for students interested in homeland security 
careers, including a comprehensive summer 
research program for undergraduates.

 • Increasing data literacy in the classroom by 
providing workshops for faculty and relevant 
course materials, with a focus on minority-
serving institutions.

 • Providing continuing education opportunities 
for current homeland security professionals, 
both online and in person.

Center for Accelerating Operational Efficiency

Capabilities

Featured projects

Educating the current and future homeland 
security workforce
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Center for Cybersecurity and Digital Forensics

The Center for Cybersecurity and Digital Forensics (CDF) 
produces high-impact and practical solutions to real-world 
cybersecurity challenges. Working closely with industry and 
government, CDF focuses on the development of tools and 
technologies that can be transitioned into practice.

Faced with evolving threats and adaptive attackers, CDF is 
keeping the future in mind and training the next generation 
of cybersecurity professionals. Our hands-on approach to 
preparing our students involves competitive capture-the-flag 
events and other cyber challenges to ensure they possess 
the skills and confidence to succeed.

 “The adversaries, the attackers, have 
a lot of advantages. The attacker only has to 
find one vulnerability, one way into a system. 
The defender has to defend all possible areas. 
So, CDF is trying to answer the question — 
how can we find vulnerabilities before the bad 
guys do?” 

Adam Doupé, Associate Director
Center for Cybersecurity and Digital Forensics

 • CDF is developing a helpful worm, a piece of code that 
uses security vulnerabilities to gain access to, and then 
repair, remote computer systems. This project is funded 
by the Defense Advanced Research Projects Agency 
(DARPA).

 • CDF is working with Paypal to develop an automated 
system that can detect vulnerabilities in payment gateways 
in mobile applications. This research will help keep users’ 
data safe. As part of the project, the tool will survey more 
than 2 million Android applications. 

 • In partnership with five other universities, ASU is 
developing a personalized approach to cyber defense. The 
project, funded by the Army Research Office, gathers data 
on human behavior to profile cyberattackers and use that 
information to design personalized defenses against them, 
creating an environment in which the attacker does not 
know which potential targets are real. 

Featured projects
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Looking ahead

CDF has organized and supported hacking competitions 
in the past but took on a national role this year by helping 
to organize the Capture the Flag competition at DEF 
CON 26 in Las Vegas. The event is competitive hacking 
at its best, bringing experts together to compete against 
each other to solve challenges, identify best practices, 
and inform and inspire spectators. These types of events 
are critical for cybersecurity experts to hone their skills 
and keep up with malicious actors. CDF faculty are 
slated to help organize the same event at Def Con 27 
next year as well.

CHART is developing a testbed for driver interaction 
with driverless cars using small, modular robots 
that can function in both autonomous and human-
controlled modes. The testbed will simulate the 
conditions and challenges experienced by full-size 
autonomous vehicles and will be used to study 
changes in human behavior when interacting with 
autonomous vehicles.

GSI will build on the successful development of a data 
visualization tool, funded by the Leonardo DiCaprio 
Foundation, that helps philanthropists, governments 
and NGOs better prioritize conservation efforts 
around the world.

The spread of falsified media is a threat to democracy 
and the stability of our nation. GSI is spearheading 
university activities in this area, from narrative analysis 
to efforts to identify and flag altered audio and video.
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ASU Congressional Conference on Cybersecurity
GSI played a leading role in organizing ASU’s first 
Congressional Conference on Cybersecurity. The event 
featured U.S. Senator John McCain as keynote speaker and six 
other members of Arizona’s congressional delegation. Topics 
discussed at the conference included how to define critical 
infrastructure, the responsibilities of different government 
agencies and how to manage threats that vastly outpace the 
speed of the legislative process.

GSI Director Nadya Bliss serves on the 
Computing Community Consortium (CCC),  
a council made up of leading computer 
scientists that aims to mobilize the computing 
research community to catalyze longer-range, 
more audacious research challenges and to 
build consensus around research visions.

Leading the conversation

GSI leadership and researchers engage the public in 
discussions of key security issues through a wide variety 
of venues, from appearances in national media outlets, 
such as The Washington Post and CNN, to organizing 
high-level discussions of critical security needs.

 “Arizona State University has taken 
the lead in academia, making a commitment to 
dramatically increase the output of cyber-qualified 
graduates. ASU’s leadership is critical to solving 
the number one challenge across the cybersecurity 
landscape — the need for a trained and capable 
workforce for both government and industry.”  

U.S. Senator John McCain speaking at the ASU 
Congressional Conference on Cybersecurity in August 2017

 “For many engineers and computer 
scientists, it may feel unnatural to be the loudest 
person in the room. We’re trained to deliver facts in 
dispassionate ways. We’ve been taught to present 
algorithms, results, system architectures without 
ringing alarm bells. But we have to make our points 
heard. We need to make sure that developers, 
executives and policymakers hear us. We can do 
this without being alarmist or having people think 
we all wear tinfoil hats. Let’s arm people with useful 
knowledge that can protect them.” 

Nadya Bliss, Director
Global Security Initiative
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 “Universities cover more disciplines with 
greater rigor than any company can. We like the 
truth, and we like that professors and students are 
committed to the truth.”

Jason Matheny, former director of the Intelligence Advanced 
Research Projects Activity (IARPA), during a panel on the 
importance of mission-focused agencies partnering with 
universities during the opening activities of ASU’s new 
Washington, D.C., location, the Ambassador Barbara Barrett 
and Justice Sandra Day O’Connor Washington Center.

Associated Press

The Arizona Republic

Christian Science Monitor

CityLab

Council on Foreign 
Relations

CNN

Foreign Policy

National Public Radio

New America

Politico

Public Broadcasting 
Service (PBS)

Slate

USA Today

Washington Post

Wired
GSI is playing a leading role in an ambitious collaboration 
with Japanese universities to promote international, cross-
institution partnerships and cooperative research. The Japan-
U.S. Digital Innovation Hub aims to facilitate and promote 
research collaboration, especially in fields such as data 
science, artificial intelligence and cybersecurity.

GSI in the media

GSI Director of Strategy Jamie Winterton testified on data breaches 
before the U.S. Senate Subcommittee on Privacy, Technology and 
the Law. The hearing focused on the data breach at Equifax in the 
fall of 2017, which resulted in the exposure of more than 150 million 
Americans’ credit records.

 “One reason why we can’t sufficiently secure online systems is 
because we fail to understand their complexity — from a computer science 
perspective, a social science perspective or a legal perspective, much less 
the overlap of the three.” 

Jamie Winterton, Director of Strategy 
Global Security Initiative
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